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SECURE BY DESIGN  /  TRAINING SAMPLE
System and Communications Protection Plan
System-level system and communications protection plan for a DoD SAP system (JSIG and NIST SP 800-53 Rev. 5 SC-1)
Every bracketed field is for the learner to complete. Rows shaded green are worked examples with fictional values for the Secure By Design enclave. Section 5 lists every control in the family with its NIST SP 800-53B baseline, so the plan and the SCTM stay in step.
1. Purpose and scope
For [system name and unique identifier], this plan describes how the system boundary and its segments are protected, which traffic is allowed between them, and how data in transit and keys are protected (SC-1). It applies to every component inside the authorization boundary, the people who use and administer them, and [any other scope], and it carries out the system and communications protection policy and procedures required by SC-1.
2. Roles and responsibilities
	Role
	SC responsibilities

	Information System Security Manager (ISSM)
	Approves the boundary design and every permitted path.

	System administrators
	Configure the router and host firewalls exactly as the ACL register allows.

	Information System Security Officer (ISSO)
	Reviews the ACL register against the running configuration.

	Information System Owner (ISO)
	Owns the system architecture and its boundary.


3. Policy and procedures (SC-1)
	Item
	Decision for this system

	System and Communications Protection policy
	SBD-POL-SC-01, System and Communications Protection Policy, version 1.0 (fictional)

	Procedures
	[document and location]

	Official who manages the policy (SC-1 b)
	[role]

	Policy review (SC-1 c)
	[frequency, and the events that trigger a review]

	Procedure review
	[frequency, and the events that trigger a review]


4. Boundary protection (SC-7)
List each permitted path; anything not listed is denied.
	From and to
	Permitted traffic
	Enforced by
	Reviewed

	VLAN 80 (office) to VLAN 10 (domain controllers)
	Kerberos, LDAP, DNS and SMB to SBD-DC01 and SBD-DC02 only
	The core router's ACLs (default deny)
	With every change, and quarterly

	[segment] to [segment]
	[traffic]
	[device]
	[frequency]

	[segment] to [segment]
	[traffic]
	[device]
	[frequency]


5. Transmission and cryptography (SC-8, SC-12, SC-13)
Record how data in transit is protected and who manages the keys.
	Use
	Mechanism
	Keys managed by

	TLS for internal web services
	Certificates from SBD-SUBCA01
	PKI administrators

	[use]
	[mechanism]
	[role]

	[use]
	[mechanism]
	[role]


6. Control implementation summary
Every control in the System and Communications Protection family that NIST SP 800-53 Rev. 5 lists, with the enhancements that appear in an SP 800-53B baseline. Mark the controls in [this system’s baseline under CNSSI 1253 and its overlays], then record status, the responsible role and the evidence. Copy the result into the SCTM.
	Control
	Title
	SP 800-53B baseline
	Status
	Responsible
	Evidence

	SC-1
	Policy and Procedures
	Low, Moderate, High
	Implemented
	ISSM
	SBD-POL-SC-01, signed 2026-10-01 (fictional)

	SC-2
	Separation of System and User Functionality
	Moderate, High
	[status]
	[role]
	[evidence]

	SC-3
	Security Function Isolation
	High
	[status]
	[role]
	[evidence]

	SC-4
	Information in Shared System Resources
	Moderate, High
	[status]
	[role]
	[evidence]

	SC-5
	Denial-of-service Protection
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	SC-6
	Resource Availability
	—
	[status]
	[role]
	[evidence]

	SC-7
	Boundary Protection
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	SC-7(3)
	Access Points
	Moderate, High
	[status]
	[role]
	[evidence]

	SC-7(4)
	External Telecommunications Services
	Moderate, High
	[status]
	[role]
	[evidence]

	SC-7(5)
	Deny by Default — Allow by Exception
	Moderate, High
	[status]
	[role]
	[evidence]

	SC-7(7)
	Split Tunneling for Remote Devices
	Moderate, High
	[status]
	[role]
	[evidence]

	SC-7(8)
	Route Traffic to Authenticated Proxy Servers
	Moderate, High
	[status]
	[role]
	[evidence]

	SC-7(18)
	Fail Secure
	High
	[status]
	[role]
	[evidence]

	SC-7(21)
	Isolation of System Components
	High
	[status]
	[role]
	[evidence]

	SC-8
	Transmission Confidentiality and Integrity
	Moderate, High
	[status]
	[role]
	[evidence]

	SC-8(1)
	Cryptographic Protection
	Moderate, High
	[status]
	[role]
	[evidence]

	SC-10
	Network Disconnect
	Moderate, High
	[status]
	[role]
	[evidence]

	SC-11
	Trusted Path
	—
	[status]
	[role]
	[evidence]

	SC-12
	Cryptographic Key Establishment and Management
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	SC-12(1)
	Availability
	High
	[status]
	[role]
	[evidence]

	SC-13
	Cryptographic Protection
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	SC-15
	Collaborative Computing Devices and Applications
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	SC-16
	Transmission of Security and Privacy Attributes
	—
	[status]
	[role]
	[evidence]

	SC-17
	Public Key Infrastructure Certificates
	Moderate, High
	[status]
	[role]
	[evidence]

	SC-18
	Mobile Code
	Moderate, High
	[status]
	[role]
	[evidence]

	SC-20
	Secure Name/Address Resolution Service (Authoritative Source)
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	SC-21
	Secure Name/Address Resolution Service (Recursive or Caching Resolver)
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	SC-22
	Architecture and Provisioning for Name/Address Resolution Service
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	SC-23
	Session Authenticity
	Moderate, High
	[status]
	[role]
	[evidence]

	SC-24
	Fail in Known State
	High
	[status]
	[role]
	[evidence]

	SC-25
	Thin Nodes
	—
	[status]
	[role]
	[evidence]

	SC-26
	Decoys
	—
	[status]
	[role]
	[evidence]

	SC-27
	Platform-independent Applications
	—
	[status]
	[role]
	[evidence]

	SC-28
	Protection of Information at Rest
	Moderate, High
	[status]
	[role]
	[evidence]

	SC-28(1)
	Cryptographic Protection
	Moderate, High
	[status]
	[role]
	[evidence]

	SC-29
	Heterogeneity
	—
	[status]
	[role]
	[evidence]

	SC-30
	Concealment and Misdirection
	—
	[status]
	[role]
	[evidence]

	SC-31
	Covert Channel Analysis
	—
	[status]
	[role]
	[evidence]

	SC-32
	System Partitioning
	—
	[status]
	[role]
	[evidence]

	SC-34
	Non-modifiable Executable Programs
	—
	[status]
	[role]
	[evidence]

	SC-35
	External Malicious Code Identification
	—
	[status]
	[role]
	[evidence]

	SC-36
	Distributed Processing and Storage
	—
	[status]
	[role]
	[evidence]

	SC-37
	Out-of-band Channels
	—
	[status]
	[role]
	[evidence]

	SC-38
	Operations Security
	—
	[status]
	[role]
	[evidence]

	SC-39
	Process Isolation
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	SC-40
	Wireless Link Protection
	—
	[status]
	[role]
	[evidence]

	SC-41
	Port and I/O Device Access
	—
	[status]
	[role]
	[evidence]

	SC-42
	Sensor Capability and Data
	—
	[status]
	[role]
	[evidence]

	SC-43
	Usage Restrictions
	—
	[status]
	[role]
	[evidence]

	SC-44
	Detonation Chambers
	—
	[status]
	[role]
	[evidence]

	SC-45
	System Time Synchronization
	—
	[status]
	[role]
	[evidence]

	SC-46
	Cross Domain Policy Enforcement
	—
	[status]
	[role]
	[evidence]

	SC-47
	Alternate Communications Paths
	—
	[status]
	[role]
	[evidence]

	SC-48
	Sensor Relocation
	—
	[status]
	[role]
	[evidence]

	SC-49
	Hardware-enforced Separation and Policy Enforcement
	—
	[status]
	[role]
	[evidence]

	SC-50
	Software-enforced Separation and Policy Enforcement
	—
	[status]
	[role]
	[evidence]

	SC-51
	Hardware-based Protection
	—
	[status]
	[role]
	[evidence]


7. Plan review, approval and protection
This plan is reviewed and approved by [role] [frequency] and after any significant change, and is protected from unauthorized disclosure and modification by [method].
	Version
	Date
	Change
	Approved by

	1.0
	[date]
	Initial plan
	[name]


Sources
1. DoD Joint SAP Implementation Guide (JSIG), 11 April 2016: the SC family (public on dcsa.mil).
1. NIST SP 800-53 Rev. 5, Release 5.2.0, the SC family.
1. NIST SP 800-53B, Control Baselines for Information Systems and Organizations.
1. CNSSI 1253, Categorization and Control Selection for National Security Systems.
1. NIST SP 800-41 Rev. 1, Guidelines on Firewalls and Firewall Policy.
1. NIST SP 800-52 Rev. 2, Guidelines for the Selection, Configuration, and Use of Transport Layer Security (TLS) Implementations.
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