SECURE BY DESIGN TRAINING SAMPLE - NOT AN OFFICIAL FORM. Fictional data only.
SECURE BY DESIGN  /  TRAINING SAMPLE
System and Services Acquisition Plan
System-level system and services acquisition plan for a DoD SAP system (JSIG and NIST SP 800-53 Rev. 5 SA-1)
Every bracketed field is for the learner to complete. Rows shaded green are worked examples with fictional values for the Secure By Design enclave. Section 5 lists every control in the family with its NIST SP 800-53B baseline, so the plan and the SCTM stay in step.
1. Purpose and scope
For [system name and unique identifier], this plan describes how security requirements are written into purchases, how components are kept supported, and how developers and suppliers document what they deliver (SA-1). It applies to every component inside the authorization boundary, the people who use and administer them, and [any other scope], and it carries out the system and services acquisition policy and procedures required by SA-1.
2. Roles and responsibilities
	Role
	SA responsibilities

	Information System Owner (ISO)
	Includes security requirements in every purchase for the system.

	Information System Security Manager (ISSM)
	Reviews purchases for security impact before the CCB approves them.

	Authorizing Official (AO)
	Accepts the risk of any component past its end of support.

	System administrators
	Report components nearing end of support.


3. Policy and procedures (SA-1)
	Item
	Decision for this system

	System and Services Acquisition policy
	SBD-POL-SA-01, System and Services Acquisition Policy, version 1.0 (fictional)

	Procedures
	[document and location]

	Official who manages the policy (SA-1 b)
	[role]

	Policy review (SA-1 c)
	[frequency, and the events that trigger a review]

	Procedure review
	[frequency, and the events that trigger a review]


4. Acquisition requirements (SA-4)
List what each purchase must include.
	Item purchased
	Security requirements stated
	Documentation required
	Approved by

	Windows Server licenses
	A supported version with security updates for the planned life
	The vendor's security configuration guidance
	ISSM and the CCB

	[item]
	[requirements]
	[documentation]
	[role]

	[item]
	[requirements]
	[documentation]
	[role]


5. Supported components (SA-22)
Record when each component loses support and what happens then.
	Component
	Supported until
	Plan when support ends

	Windows Server 2022
	[end-of-support date from the vendor's lifecycle page]
	Upgrade scheduled through the CM plan

	[component]
	[date]
	[plan]

	[component]
	[date]
	[plan]


6. Control implementation summary
Every control in the System and Services Acquisition family that NIST SP 800-53 Rev. 5 lists, with the enhancements that appear in an SP 800-53B baseline. Mark the controls in [this system’s baseline under CNSSI 1253 and its overlays], then record status, the responsible role and the evidence. Copy the result into the SCTM.
	Control
	Title
	SP 800-53B baseline
	Status
	Responsible
	Evidence

	SA-1
	Policy and Procedures
	Low, Moderate, High
	Implemented
	ISSM
	SBD-POL-SA-01, signed 2026-10-01 (fictional)

	SA-2
	Allocation of Resources
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	SA-3
	System Development Life Cycle
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	SA-4
	Acquisition Process
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	SA-4(1)
	Functional Properties of Controls
	Moderate, High
	[status]
	[role]
	[evidence]

	SA-4(2)
	Design and Implementation Information for Controls
	Moderate, High
	[status]
	[role]
	[evidence]

	SA-4(5)
	System, Component, and Service Configurations
	High
	[status]
	[role]
	[evidence]

	SA-4(9)
	Functions, Ports, Protocols, and Services in Use
	Moderate, High
	[status]
	[role]
	[evidence]

	SA-4(10)
	Use of Approved PIV Products
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	SA-5
	System Documentation
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	SA-8
	Security and Privacy Engineering Principles
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	SA-9
	External System Services
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	SA-9(2)
	Identification of Functions, Ports, Protocols, and Services
	Moderate, High
	[status]
	[role]
	[evidence]

	SA-10
	Developer Configuration Management
	Moderate, High
	[status]
	[role]
	[evidence]

	SA-11
	Developer Testing and Evaluation
	Moderate, High
	[status]
	[role]
	[evidence]

	SA-15
	Development Process, Standards, and Tools
	Moderate, High
	[status]
	[role]
	[evidence]

	SA-15(3)
	Criticality Analysis
	Moderate, High
	[status]
	[role]
	[evidence]

	SA-16
	Developer-provided Training
	High
	[status]
	[role]
	[evidence]

	SA-17
	Developer Security and Privacy Architecture and Design
	High
	[status]
	[role]
	[evidence]

	SA-20
	Customized Development of Critical Components
	—
	[status]
	[role]
	[evidence]

	SA-21
	Developer Screening
	High
	[status]
	[role]
	[evidence]

	SA-22
	Unsupported System Components
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	SA-23
	Specialization
	—
	[status]
	[role]
	[evidence]

	SA-24
	Design For Cyber Resiliency
	—
	[status]
	[role]
	[evidence]


7. Plan review, approval and protection
This plan is reviewed and approved by [role] [frequency] and after any significant change, and is protected from unauthorized disclosure and modification by [method].
	Version
	Date
	Change
	Approved by

	1.0
	[date]
	Initial plan
	[name]


Sources
1. DoD Joint SAP Implementation Guide (JSIG), 11 April 2016: the SA family (public on dcsa.mil).
1. NIST SP 800-53 Rev. 5, Release 5.2.0, the SA family.
1. NIST SP 800-53B, Control Baselines for Information Systems and Organizations.
1. CNSSI 1253, Categorization and Control Selection for National Security Systems.
1. NIST SP 800-160 Vol. 1 Rev. 1, Engineering Trustworthy Secure Systems.
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