SECURE BY DESIGN TRAINING SAMPLE - NOT AN OFFICIAL FORM. Fictional data only.
SECURE BY DESIGN  /  TRAINING SAMPLE
RMF Appointment Letters
ISSM, ISSO and ISSE appointment memoranda for a DoD SAP system
How to use these letters
The JSIG requires the ISSM, the ISSO and the ISSE to be appointed in writing. Each letter below follows the role description in the JSIG. Replace every bracketed field, keep the acknowledgment block, and have both people sign.
	Role
	JSIG section
	Appointed by (JSIG)

	ISSM
	1.5.14
	Their chain of command or leadership, for example the Commander, Commanding Officer, PM, CIO, PSO or corporate equivalent. The ISSM keeps a copy of the letter.

	ISSO
	1.5.15
	The authority at the site responsible for information system security, for example the ISSM, Commander, Commanding Officer, PM, CIO, PSO or corporate equivalent. The ISSM ensures ISSOs are appointed in writing.

	ISSE
	1.5.13
	Appointed in writing. If the ISSM or ISSO also fills the ISSE role, their appointment letter says so instead.



1. One person may be both ISSM and ISSO when circumstances warrant. Say so in the ISSM letter.
1. The JSIG says ISSM responsibilities should not be assigned as collateral duties.
1. The Security Control Assessor (SCA) and a Delegated Authorizing Official (DAO) are also appointed in writing, by the AO. The AO's office issues those letters, so they are not included here.
Sources
1. DoD Joint SAP Implementation Guide (JSIG), 11 April 2016, sections 1.5.6, 1.5.7 and 1.5.13 to 1.5.15 (public on dcsa.mil).
1. DCSA ISSM Appointment Letter template, February 2020 (public on dcsa.mil), for the memorandum layout.
Written by Secure By Design for instruction. This is not an official DoD, DCSA, PSO or AO form. On a real system, use the templates your AO and PSO direct, and do not enter real program or personal information in a training copy.


[ORGANIZATION LETTERHEAD]
MEMORANDUM FOR RECORD
DATE: [DD Month YYYY]
FROM: [Name, title of the appointing official (for example Commander, PM, CIO or PSO)]
SUBJECT: Appointment of Information System Security Manager (ISSM) for [system name and unique identifier]
References: (a) DoD Joint Special Access Program (SAP) Implementation Guide (JSIG), 11 April 2016, section 1.5.14
(b) DoD Manual 5205.07, Special Access Program (SAP) Security Manual, 17 January 2025
(c) DoD Instruction 8510.01, Risk Management Framework for DoD Systems
1. Effective [date], [Full name] is appointed as the ISSM for [system name(s) and unique identifier(s)] supporting [program or organization], in accordance with reference (a).
1. The ISSM will carry out the responsibilities in reference (a), section 1.5.14, including:
4. Develop and maintain a formal information system security program and policies for the assigned area.
4. Ensure ISSOs under their purview are appointed in writing, trained, and follow established policies and procedures.
4. Coordinate with the PSO on approval of external information systems, such as interconnections with another organization.
4. Serve as a voting member of the Configuration Control Board (CCB), with authority to veto changes detrimental to security; appeals go to the AO.
4. Ensure configuration management procedures are followed before hardware, software or firmware is added, changed or modified.
4. Manage, maintain and execute the continuous monitoring plan, and assess changes that could affect the authorization.
4. Keep a record of security-related vulnerabilities and report serious or unresolved violations to the AO or DAO.
4. Maintain required IA certifications, and keep the system's cybersecurity documentation, including the ATO.
1. The ISSM [will / will not] also perform the ISSO duties for this system, and [will / will not] perform the ISSE duties in reference (a), section 1.5.13. ISSM responsibilities are not assigned as a collateral duty.
1. The ISSM will retain a copy of this letter.
1. This appointment remains in effect until rescinded in writing or the appointee is replaced. The point of contact is [name, telephone, email].

[SIGNATURE]
[Name], [Title of appointing official]

ACKNOWLEDGMENT
I acknowledge this appointment and accept the ISSM responsibilities described above and in reference (a).
[SIGNATURE]        Date: [DD Month YYYY]
[Name, ISSM]


[ORGANIZATION LETTERHEAD]
MEMORANDUM FOR RECORD
DATE: [DD Month YYYY]
FROM: [Name, title of the appointing official (for example ISSM, Commander, PM or PSO)]
SUBJECT: Appointment of Information System Security Officer (ISSO) for [system name and unique identifier]
References: (a) DoD Joint Special Access Program (SAP) Implementation Guide (JSIG), 11 April 2016, section 1.5.15
(b) DoD Manual 5205.07, Special Access Program (SAP) Security Manual, 17 January 2025
(c) DoD Instruction 8510.01, Risk Management Framework for DoD Systems
1. Effective [date], [Full name] is appointed as the ISSO for [system name(s) and unique identifier(s)] supporting [program or organization], in accordance with reference (a).
1. The ISSO will carry out the responsibilities in reference (a), section 1.5.15, including:
4. Assist the ISSM, and assume ISSM responsibilities in the ISSM's absence.
4. Ensure the system is operated, maintained and disposed of according to the security authorization package.
4. Ensure every user has the required clearance, authorization and need-to-know, and knows their security responsibilities, before granting access.
4. Report all security-related incidents to the ISSM.
4. Review the system periodically for compliance with the security authorization package.
4. Serve as a member of the CCB if designated by the ISSM.
4. Coordinate any change to hardware, software or firmware with the ISSM and the AO or DAO before the change, and notify them formally when a change might affect the authorization.
4. Attend required technical and security training and maintain required IA certifications.
1. The ISSO reports to [ISSM name] for all matters concerning the security of this system.
1. This appointment remains in effect until rescinded in writing or the appointee is replaced. The point of contact is [name, telephone, email].

[SIGNATURE]
[Name], [Title of appointing official]

ACKNOWLEDGMENT
I acknowledge this appointment and accept the ISSO responsibilities described above and in reference (a).
[SIGNATURE]        Date: [DD Month YYYY]
[Name, ISSO]


[ORGANIZATION LETTERHEAD]
MEMORANDUM FOR RECORD
DATE: [DD Month YYYY]
FROM: [Name, title of the appointing official (the official your organization designates)]
SUBJECT: Appointment of Information System Security Engineer (ISSE) for [system name and unique identifier]
References: (a) DoD Joint Special Access Program (SAP) Implementation Guide (JSIG), 11 April 2016, section 1.5.13
(b) DoD Manual 5205.07, Special Access Program (SAP) Security Manual, 17 January 2025
(c) DoD Instruction 8510.01, Risk Management Framework for DoD Systems
1. Effective [date], [Full name] is appointed as the ISSE for [system name(s) and unique identifier(s)] supporting [program or organization], in accordance with reference (a).
1. The ISSE will carry out the responsibilities in reference (a), section 1.5.13, including:
4. Ensure the system is designed, developed and implemented with the required security features and safeguards.
4. Apply security engineering practices, including secure design, secure architecture and secure coding, as part of the development team.
4. Work with the ISSM and ISSO so that security requirements are reflected in the SSP and the system's configuration baseline.
1. See reference (a), section 2.3.1 (RMF Step 1), for when an ISSE is required and who can fill the role.
1. This appointment remains in effect until rescinded in writing or the appointee is replaced. The point of contact is [name, telephone, email].

[SIGNATURE]
[Name], [Title of appointing official]

ACKNOWLEDGMENT
I acknowledge this appointment and accept the ISSE responsibilities described above and in reference (a).
[SIGNATURE]        Date: [DD Month YYYY]
[Name, ISSE]
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