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SECURE BY DESIGN  /  TRAINING SAMPLE
Physical and Environmental Protection Plan
System-level physical and environmental protection plan for a DoD SAP system (JSIG and NIST SP 800-53 Rev. 5 PE-1)
Every bracketed field is for the learner to complete. Rows shaded green are worked examples with fictional values for the Secure By Design enclave. Section 5 lists every control in the family with its NIST SP 800-53B baseline, so the plan and the SCTM stay in step.
1. Purpose and scope
For [system name and unique identifier], this plan describes who may enter each area, how entry is controlled and recorded, how visitors are handled, and how power, fire, temperature and water are managed (PE-1). It applies to every component inside the authorization boundary, the people who use and administer them, and [any other scope], and it carries out the physical and environmental protection policy and procedures required by PE-1.
2. Roles and responsibilities
	Role
	PE responsibilities

	Information System Security Manager (ISSM)
	Approves the access lists and checks that physical controls match the system design.

	Program Security Officer (PSO)
	Sets the physical requirements for the SAP facility.

	Information System Owner (ISO)
	Funds and maintains the facility protections the system relies on.

	Information System Security Officer (ISSO)
	Reviews access records and visitor logs.


3. Policy and procedures (PE-1)
	Item
	Decision for this system

	Physical and Environmental Protection policy
	SBD-POL-PE-01, Physical and Environmental Protection Policy, version 1.0 (fictional)

	Procedures
	[document and location]

	Official who manages the policy (PE-1 b)
	[role]

	Policy review (PE-1 c)
	[frequency, and the events that trigger a review]

	Procedure review
	[frequency, and the events that trigger a review]


4. Physical access (PE-2, PE-3, PE-8)
List each area and how access to it is controlled.
	Area
	Who may enter
	Access control
	Visitors
	Records

	Server room
	Administrators on the access list
	Badge reader and cipher lock
	Escorted at all times
	Access list reviewed monthly; visitor log kept

	Administration room
	[who]
	[control]
	[rule]
	[record]

	Media room
	[who]
	[control]
	[rule]
	[record]


5. Environmental protection (PE-9 to PE-15)
Record the protection, the equipment and how often it is checked.
	Protection
	Equipment
	Checked

	Emergency power (PE-11)
	Uninterruptible power supply for the server room racks
	Monthly

	Fire protection (PE-13)
	[equipment]
	[frequency]

	Temperature and humidity (PE-14)
	[equipment]
	[frequency]

	Water damage (PE-15)
	[equipment]
	[frequency]


6. Control implementation summary
Every control in the Physical and Environmental Protection family that NIST SP 800-53 Rev. 5 lists, with the enhancements that appear in an SP 800-53B baseline. Mark the controls in [this system’s baseline under CNSSI 1253 and its overlays], then record status, the responsible role and the evidence. Copy the result into the SCTM.
	Control
	Title
	SP 800-53B baseline
	Status
	Responsible
	Evidence

	PE-1
	Policy and Procedures
	Low, Moderate, High
	Implemented
	ISSM
	SBD-POL-PE-01, signed 2026-10-01 (fictional)

	PE-2
	Physical Access Authorizations
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	PE-3
	Physical Access Control
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	PE-3(1)
	System Access
	High
	[status]
	[role]
	[evidence]

	PE-4
	Access Control for Transmission
	Moderate, High
	[status]
	[role]
	[evidence]

	PE-5
	Access Control for Output Devices
	Moderate, High
	[status]
	[role]
	[evidence]

	PE-6
	Monitoring Physical Access
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	PE-6(1)
	Intrusion Alarms and Surveillance Equipment
	Moderate, High
	[status]
	[role]
	[evidence]

	PE-6(4)
	Monitoring Physical Access to Systems
	High
	[status]
	[role]
	[evidence]

	PE-8
	Visitor Access Records
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	PE-8(1)
	Automated Records Maintenance and Review
	High
	[status]
	[role]
	[evidence]

	PE-9
	Power Equipment and Cabling
	Moderate, High
	[status]
	[role]
	[evidence]

	PE-10
	Emergency Shutoff
	Moderate, High
	[status]
	[role]
	[evidence]

	PE-11
	Emergency Power
	Moderate, High
	[status]
	[role]
	[evidence]

	PE-11(1)
	Alternate Power Supply — Minimal Operational Capability
	High
	[status]
	[role]
	[evidence]

	PE-12
	Emergency Lighting
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	PE-13
	Fire Protection
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	PE-13(1)
	Detection Systems — Automatic Activation and Notification
	Moderate, High
	[status]
	[role]
	[evidence]

	PE-13(2)
	Suppression Systems — Automatic Activation and Notification
	High
	[status]
	[role]
	[evidence]

	PE-14
	Environmental Controls
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	PE-15
	Water Damage Protection
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	PE-15(1)
	Automation Support
	High
	[status]
	[role]
	[evidence]

	PE-16
	Delivery and Removal
	Low, Moderate, High
	[status]
	[role]
	[evidence]

	PE-17
	Alternate Work Site
	Moderate, High
	[status]
	[role]
	[evidence]

	PE-18
	Location of System Components
	High
	[status]
	[role]
	[evidence]

	PE-19
	Information Leakage
	—
	[status]
	[role]
	[evidence]

	PE-20
	Asset Monitoring and Tracking
	—
	[status]
	[role]
	[evidence]

	PE-21
	Electromagnetic Pulse Protection
	—
	[status]
	[role]
	[evidence]

	PE-22
	Component Marking
	—
	[status]
	[role]
	[evidence]

	PE-23
	Facility Location
	—
	[status]
	[role]
	[evidence]


7. Plan review, approval and protection
This plan is reviewed and approved by [role] [frequency] and after any significant change, and is protected from unauthorized disclosure and modification by [method].
	Version
	Date
	Change
	Approved by

	1.0
	[date]
	Initial plan
	[name]


Sources
1. DoD Joint SAP Implementation Guide (JSIG), 11 April 2016: the PE family (public on dcsa.mil).
1. NIST SP 800-53 Rev. 5, Release 5.2.0, the PE family.
1. NIST SP 800-53B, Control Baselines for Information Systems and Organizations.
1. CNSSI 1253, Categorization and Control Selection for National Security Systems.
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