SECURE BY DESIGN TRAINING SAMPLE - NOT AN OFFICIAL FORM. Fictional data only.
SECURE BY DESIGN  /  TRAINING SAMPLE
Continuous Monitoring Strategy
System-level strategy for a DoD SAP system (JSIG CA-7 and RMF Step 6)
Every bracketed field is for the learner to complete. Rows shaded green are worked examples with fictional values; replace them with your own decisions.
1. Purpose and scope
This strategy describes how the security of [system name and unique identifier] will be monitored after authorization so the Authorizing Official (AO) keeps enough current knowledge to decide whether continued operation is acceptable. It covers every component inside the authorization boundary described in the SSP, dated [SSP date].
The JSIG makes the ConMon Strategy or Plan part of the SSP, alongside the SCTM and the RAR. The level of detail depends on the system and its environment; the AO and SCA say how much is required.
2. Roles
	Role
	Continuous monitoring responsibilities

	AO / DAO
	Reviews security status reports, decides whether risk remains acceptable, approves significant changes and decides when reauthorization is needed.

	ISSM
	Manages, maintains and executes this plan (JSIG 1.5.14). Assesses changes that could affect the authorization. Reports serious or unresolved violations to the AO/DAO.

	ISSO
	Runs day-to-day monitoring, periodic compliance reviews and change coordination. Reports incidents to the ISSM.

	Information System Owner (ISO)
	Documents changes, keeps the SSP/SCTM, RAR, ConMon strategy and POA&M current, and updates the POA&M.

	SCA
	Performs ongoing assessments and decides further action on security-relevant changes.


3. Metrics to monitor (CA-7 a)
List the system-level metrics, where each comes from, how often it is collected, the threshold that triggers action, and who receives it.
	Metric
	Source
	Frequency
	Threshold for action
	Reported to

	Open vulnerabilities by severity
	Vulnerability scanner
	Monthly
	Any High or Very High finding
	ISSM, AO monthly

	STIG compliance percentage
	SCAP Compliance Checker, STIG Viewer
	[frequency]
	[threshold]
	[role]

	Overdue POA&M milestones
	POA&M
	[frequency]
	[threshold]
	[role]

	Unauthorized hardware or software found
	Inventory review, scans
	[frequency]
	Any
	[role]

	Audit review completed on schedule
	Audit logs, ISSO record
	[frequency]
	[threshold]
	[role]

	User accounts reviewed
	Account review record
	[frequency]
	[threshold]
	[role]


4. Monitoring and assessment frequencies (CA-7 b, c)
Set how often each control or group of controls is monitored and assessed. Base the frequency on how volatile the control is, its importance to the system and the AO's direction. Use the SCTM as the control list.
	Controls
	Monitoring method
	Monitoring frequency
	Assessment frequency

	RA-5, SI-2 (vulnerabilities, flaw remediation)
	Automated scans and patch status
	Monthly
	Annually

	CM-2, CM-6, CM-8 (baselines, settings, inventory)
	[method]
	[frequency]
	[frequency]

	AC-2, AU-6 (accounts, audit review)
	[method]
	[frequency]
	[frequency]

	Remaining controls
	[method]
	[frequency]
	[frequency]


5. Analysis and response (CA-7 d, e, f)
1. Correlate scan, audit, inventory and assessment results each reporting period, and record the analysis.
1. Open a POA&M item for each new weakness, with resources, milestones and scheduled completion dates (JSIG Task 5-1).
1. Escalate findings above the thresholds in section 3 to [role] within [time].
6. Reporting (CA-7 g)
Report the security status of the system to [AO / DAO and other roles] at least annually or when there is a significant change to the system or its environment (the JSIG value), and [more often if your AO directs].
Each report includes: open findings by severity, POA&M progress, changes made since the last report, and any proposed change awaiting approval. Format: [report format].
7. Changes and security impact analysis
1. Document every proposed or actual change to the system or its environment, and analyze its security impact before it is implemented (CM-4). Use the configuration management plan's change process.
1. No security-related change is implemented without first consulting the appropriate officials, such as the CCB and the SCA. If the analysis finds a significant security-relevant change, the AO's documented approval is required.
1. When a change affects the security state of the system, notify the SCA. The SCA decides what further action is needed.
1. After a change, update the SSP/SCTM, RAR, this strategy and the POA&M. The AO uses the revised SAR to decide whether reauthorization is needed.
8. Review and approval
This strategy is reviewed [frequency] and when the system or its environment changes significantly. Approved by: [AO / DAO name and date].
	Version
	Date
	Change
	Approved by

	1.0
	[date]
	Initial strategy
	[name]


Sources
1. DoD Joint SAP Implementation Guide (JSIG), 11 April 2016: RMF Step 6 and controls CA-6, CA-7, CM-3 and CM-4 (public on dcsa.mil).
1. NIST SP 800-53 Rev. 5, Release 5.2.0, control CA-7.
1. NIST SP 800-137, Information Security Continuous Monitoring for Federal Information Systems and Organizations.
Written by Secure By Design for instruction. This is not an official DoD, DCSA, PSO or AO form. On a real system, use the templates your AO and PSO direct, and do not enter real program or personal information in a training copy.
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